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$1,000. In order to prevail, the indi-
vidual must show that:

(1) The DOE’s action was willful and
intentional; and

(2) The agency’s action had an ad-
verse effort on the individual; and

(3) The adverse effect was causally
related to the DOE’s action.

Subpart C—Disclosure to Third
Parties

§1008.16 Prohibition against disclo-
sure.

Except as provided in §1008.17, the
DOE shall not disclose any record
which is contained in a system of
records, by any means of communica-
tion, to any agency or to any person
other than the individual who is the
subject of the record.

§1008.17 Conditions of disclosure.

(a) Notwithstanding the prohibition
contained in §1008.16, the DOE may dis-
close records covered by this part (1) to
the individual to whom the record per-
tains or to an agency or (2) to a person
other than the individual where he has
given his prior written consent to the
disclosure or has made a written re-
quest for such disclosure.

(b) Notwithstanding the prohibition
contained in §1008.16 the DOE may also
disclose records covered by this part
whenever the disclosure is:

(1) To officers and employees of the
DOE who have a need for the record in
the performance of their duties;

(2) Required under the Freedom of In-
formation Act (5 U.S.C. 552);

(3) For a routine use (as defined in
§1008.2) which is described in the FED-
ERAL REGISTER notice for the system of
records which the disclosure is to be
made;

(4) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of title 13 of
the United States Code;

(5) To a recipient who has provided
the agency with advance adequate
written assurance that the record will
be used solely as a statistical research
or reporting record, and the record is
to be transferred in a form that is not
individually identifiable;

§1008.18

(6) To the National Archives of the
United States as a record which has
sufficient historical or other value to
warrant its continued preservation by
the United States Government, or for
evaluation by the Administrator of
General Services or his designee to de-
termine whether the record has such
value;

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of
the United States for a civil or crimi-
nal law enforcement activity if the ac-
tivity is authorized by law and if the
head of the agency or instrumentality
has made a written request to the DOE
specifying the particular portion de-
sired and the law enforcement activity
for which the record is sought;

(8) To a person pursuant to a showing
of compelling circumstances affecting
the health or safety of an individual if
upon such disclosure notification is
transmitted to the last known address
of such individual;

(9) To either House of Congress, or to
any committee or subcommittee there-
of, any joint committee of Congress or
subcommittee of any such joint com-
mittee, to the extent of matter within
its jurisdiction;

(10) To the Comptroller General, or
any of his authorized representatives,
in the course of the performance of the
duties of the General Accounting Of-
fice;

(11) Pursuant to the order of a court
of competent jurisdiction.

(c) Notwithstanding the prohibition
contained in §1008.16 of this part, the
DOE may also disclose records covered
by this part when disseminating a cor-
rected or amended record or notation
of a disagreement statement as re-
quired by subsection (c)(4) of the Act.

§1008.18 Accounting for disclosures.

(a) For each disclosure of informa-
tion contained in a system of records
under his control, except disclosures to
authorized officers and employees of
DOE and disclosures required by the
Freedom of Information Act, the ap-
propriate System Manager shall keep
an accurate accounting of:

(1) The date, nature, and purposes of
each disclosure of a record made to any
person or to another agency; and
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(2) The name and address of the per-
son or agency to which the disclosure
was made.

(b) The accounting shall be retained
for at least five years or the life of the
record, whichever is longer, after the
disclosure for which the accounting is
made.

(c) The accounting described in para-
graph (a) of this section shall be made
available to the individual named in
the record upon written request to the
Privacy Act Officer at the appropriate
DOE location listed at §1008.2(c) of this
part. However, the accounting shall
not be revealed with respect to disclo-
sures made under §1008.17(b)(7) of this
part, pertaining to law enforcement ac-
tivity; or with respect to disclosures
involving system of records for which
DOE had claimed an exemption from
certain requirements of the Act, as
provided in §1008.12 of this part.

(d) Whenever an amendment or cor-
rection of a record or a notation of dis-
pute concerning the accuracy of
records is made by the DOE in accord-
ance with §§1008.10(a)(2)(iv) and
1008.11(g) of this part, DOE shall inform
any person or other agency to whom
the record was previously disclosed if
an accounting of the disclosure was
made pursuant to the requirements of
paragraph (a) of this section, unless the
disclosure was made pursuant to
§1008.17(b)(7) of this part; or the disclo-
sure involved a system of records of
which DOE has claimed an exemption
from certain requirements of the Act,
as provided in §1008.12 of this part.

(e) The System Manager shall make
reasonable efforts to serve notice on an
individual when any record containing
information about such individual in a
DOE system of records is disclosed to
any person under compulsory legal
process when such process becomes a
matter of public record.

(f) Prior to disclosing any record
about an individual to any person
other than an agency, unless the dis-
closure is pursuant to the Freeedom of
Information Act, the System Manager
shall make reasonable efforts to assure
that each record is accurate, complete,
timely, and relevant for DOE’s pur-
poses.
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§1008.19 Criminal
proper disclosure.

Subsection (i)(1) of the Act provides
that a Federal employee who willfully
discloses information subject to the
Privacy Act in violation of the Act or
rules promulgated under it shall be
guilty of a misdemeanor and fined up
to $5,000.

penalties—im-

Subpart D—Maintenance and Es-
tablishment of Systems of
Records

§1008.20 Content of
records.

(a) The DOE will maintain in its
records only such information about an
individual as is relevant and necessary
to accomplish a purpose DOE is re-
quired to accomplish by statute or by
Executive Order of the President, un-
less an exemption ot this requirement
has been claimed by DOE, as provided
in §1008.12 of this part.

(b) The DOE will maintain no record
describing how any individual exercises
rights guaranteed by the First Amend-
ment unless expressly authorized by
statute or by the individual about
whom the record is maintained or un-
less it is pertinent to and within the
scope of an authorized law enforcement
activity.

(c) The DOE will maintain all records
that are used by it to make any deter-
mination about any individual with
such accuracy, relevance, timeliness
and completeness as is reasonably nec-
essary to assure fairness to the indi-
vidual in such determination.

systems of

§1008.21 Collection of information by
DOE about an individual for a sys-
tem of records.

(a) The DOE will collect information,
to the greatest extent practicable, di-
rectly from the subject individual when
the use of the information may result
in adverse determinations about an in-
dividual’s rights, benefits and privi-
leges under Federal programs, unless
an exemption from the Act to this re-
quirement has been claimed by DOE as
provided in §1008.12

(b) Unless an exemption from the Act
has been claimed by DOE under sub-
section (j)(2), as provided in §1008.12,
DOE shall inform each individual
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